
  

Privacy   Policy   
Version   1:   Current   as   at   01/03/2020   

1.   Overview   and   purpose   
North   Coast   Dermatology   respects   your   rights   to   privacy   and   takes   our   privacy   obliga�ons   seriously.   
We   comply   with   the   Australian   Privacy   Principles,   found   under   the    Privacy   Act   1988    (Cth)   ‘Privacy   
Act’    and   its   amendments,   and   the   Health   Records   and   Informa�on   Privacy   Act   2002   (NSW)    (referred   to   
as   privacy   legisla�on).     

  
When   you   first   register   as   a   pa�ent,   our   new   pa�ent   Privacy   Consent   form   requests   your   consent   so   
that   we   can   collect,   use,   hold   and   share   your   personal   informa�on   in   order   to   provide   you   with   the   
best   possible   healthcare   and   to   allow   us   to   manage   our   prac�ce.   If   we   intend   to   use   your   personal   
informa�on   for   any   other   purpose,   we   will   seek   your   consent   first.   

  
This   privacy   policy   explains:   

● how   we   manage   your   personal   informa�on   (including   your   health   informa�on),   including   the   
collec�on,   use,   disclosure,   quality   and   security   of   your   personal   informa�on.     

● the   kinds   of   informa�on   we   collect   and   how   that   informa�on   is   held;   
● the   purposes   for   which   we   collect,   hold,   use   and   disclose   personal   informa�on;   
● how   you   can   access   your   personal   informa�on   and   how   you   can   request   to   correct   such   

informa�on;   and   
● how   you   can   complain   about   a   breach   of   your   privacy   and   how   we   will   handle   your   

complaint.   
  

If   you   have   any   queries,   concerns   or   feedback   regarding   our   Privacy   Policy,   please   do   not   hesitate   to   
contact   us     
The   Prac�ce   Manager   
Ph:   02   6685   8433   
Email:   recep�on@ncderm.com.au   
Post:   6/130   Jonson   St,   Byron   Bay,   2481   

  
In   this   Privacy   Policy,   we   use   the   terms:   

"Personal   informa�on"   as   defined   in   the   Privacy   Act.   This   means:   
"informa�on   or   an   opinion   about   an   iden�fied   individual,   or   an   individual   who   is   reasonably   
iden�fiable:   

●  whether   the   informa�on   or   opinion   is   true   or   not;   and   
●  whether   the   informa�on   or   opinion   is   recorded   in   a   material   form   or   not";   

“Health   informa�on"   as   defined   in   the   Privacy   Act.   This   is   a   subset   of   "personal   informa�on"   and   
means   informa�on   or   an   opinion   about:     

● the   health   or   a   disability   (at   any   �me)   of   an   individual;   
● an   individual's   expressed   wishes   about   the   future   provision   of   health   services   to   him   or   her;   or   
● a   health   service   provided   or   to   be   provided   to   an   individual.   



Personal   informa�on   also   includes   “sensi�ve   informa�on”   which   is   informa�on   such   as   your   race,   
religion,   poli�cal   opinions,   sexual   preferences   and/or   “health   informa�on”.   Informa�on   which   is   
“sensi�ve   informa�on”   a�racts   a   higher   privacy   standard   under   the   Privacy   Act   and   is   subject   to   
addi�onal   mechanisms   for   your   protec�on.   

  
We,   Us,   Our,   shall   mean:   

1. North   Coast   Dermatology   
2. Employed,   contracted   and   independent   medical   and   healthcare   prac��oners   who   prac�ce   

from   our   rooms.     
  

North   Coast   Dermatology   is   a   private   medical   prac�ce   that   specialises   in   dermatology.   We   provide   
management,   administra�ve,   facili�es   and   nursing   services   to   independent   medical/healthcare   
prac��oners   who   run   their   own   independent   business   from   our   prac�ce.   These   prac��oners   have   
agreed   to   fall   under   and   abide   by   our   Privacy   Policy   and   framework.     

2.   Collec�on   of   personal   informa�on     
North   Coast   Dermatology   collects   informa�on   which   is   necessary   to   provide   you   with   healthcare   
services   and   to   appropriately   manage   and   conduct   our   business.   This   includes   collec�ng   personal   
informa�on   such   as   your   name   and   contact   details,   medical   history,   family   history,   past   and   current   
treatments,   lifestyle   factors   and   any   other   informa�on   which   is   necessary   to   assist   us   in   providing   
you   appropriate   care.   We   will   also   collect   your   Medicare   number   and   health   fund   details   (where   
applicable).   

You   have   the   right   to   deal   with   us   anonymously   or   under   a   pseudonym   unless   it   is   imprac�cable   for   
us   to   do   so   or   unless   we   are   required   or   authorised   by   law   to   only   deal   with   iden�fied   individuals.   It   
is   important   to   be   aware   that   if   you   provide   incomplete   or   inaccurate   informa�on   or   withhold   
informa�on   we   may   not   be   able   to   provide   you   with   healthcare   services.    

North   Coast   Dermatology   will   usually   collect   your   personal   informa�on   directly   from   you,   including   
from   pa�ent   consent   forms,   medical   records   and   consulta�ons   with   you,   or   from   another   health   
service   provider.   Some�mes   we   need   to   collect   informa�on   about   you   from   third   par�es   where   the   
Privacy   Act   or   other   law   allows   it   -   this   may   include,   but   is   not   limited   to:    rela�ves,   friends   and   other   
people   responsible   for   you,   other   members   of   your   trea�ng   team,   diagnos�c   centres,   specialists,   
hospitals,   the   My   Health   Record   system,   electronic   prescrip�on   services,   Medicare,   your   private   
health   insurer,   and   the   Pharmaceu�cal   Benefits   Scheme.   

We   will   only   collect   informa�on   from   third   par�es   where:     

● you   have   consented   to   such   collec�on;   or   

● such   collec�on   is   necessary   to   enable   us   to   provide   you   with   appropriate   healthcare   services   
(such   as   emergency   medical   treatment   or   where   your   health   is   at   risk);  

● such   collec�on   is   reasonably   necessary   to   enable   us   to   appropriately   manage   and   conduct   
our   business;   or   

● it   is   legally   permissible   for   us   to   do.   

Medical   photography   
With   your   consent,   we   u�lise   photographs   to   assist   in   your   health   care.   These   include   total   body   
photographs,   clinical   photographs   and   dermoscopic   photographs.   These   photographs   form   part   of   your   
legal   medical   record.     

3.   How   we   use   your   personal   informa�on   
North   Coast   Dermatology   only   uses   your   personal   informa�on   to   provide   you   with   healthcare   
services   or   to   enable   us   to   appropriately   manage   and   conduct   our   business,   unless:     



● there   is   a   secondary   purpose   which   directly   relates   to   the   primary   purpose,   and   you   would   
reasonably   expect,   or   North   Coast   Dermatology   has   informed   you,   that   your   informa�on   will   
be   used   for   that   secondary   purpose,   or   you   have   given   your   consent   for   your   personal   
informa�on   to   be   used   for   a   secondary   purpose;   

● the   disclosure   of   your   informa�on   is   necessary   for   the   enforcement   of   criminal   law   or   a   law   
imposing   a   penalty   or   sanc�on,   or   for   the   protec�on   of   public   revenue;   

● the   disclosure   of   your   informa�on   will   prevent   or   lessen   a   serious   and   imminent   threat   to   
somebody's   life   or   health;   or,   

● North   Coast   Dermatology   is   required   or   authorised   by   law   to   disclose   your   informa�on   for   
another   purpose.   

  

In   general,   North   Coast   Dermatology   will   collect,   hold,   use   and   disclose   your   personal   informa�on   for   
the   following   purposes:   

● to   provide   health   services   to   you   

● to   communicate   with   you   in   rela�on   to   the   health   service   being   provided   to   you     

● to   comply   with   our   legal   obliga�ons,   including,   but   not   limited   to,   mandatory   no�fica�on   of   
communicable   diseases   or   mandatory   repor�ng   under   applicable   child   protec�on   legisla�on.     

● to   help   us   manage   our   accounts   and   administra�ve   services,   including   billing,   arrangements   
with   health   funds,   pursuing   unpaid   accounts,   management   of   our   ITC   systems   

● for   consulta�ons   with   other   doctors   and   allied   health   professional   involved   in   your   
healthcare;     

● to   obtain,   analyse   and   discuss   test   results   from   diagnos�c   and   pathology   laboratories   

● for   iden�fica�on   and   insurance   claiming     

● If   you   have   a   My   Health   Record,   to   upload   your   personal   informa�on   to,   and   download   your   
personal   informa�on   from,   the   My   Health   Record   system.   

● To   liaise   with   your   health   fund,   government   and   regulatory   bodies   such   as   Medicare,   the   
Department   of   Veteran's   Affairs   and   the   Office   of   the   Australian   Informa�on   Commissioner   
(OAIC)   (if   you   make   a   privacy   complaint   to   the   OAIC),   as   necessary.   

● for   research,   audit,   quality   assurance,   teaching   and   educa�on,   in   order   to   improve   current   
methods   of   diagnosis   and   treatment.   Only   de-iden�fied   informa�on   is   u�lised   for   these   
purposes.     

4.   Disclosing   your   personal   informa�on    
North   Coast   Dermatology   may   disclose   your   personal   informa�on   to   our   employees,   contractors   and   
service   providers   in   order   for   us   to   provide   healthcare   services   to   you   and   to   allow   us   to   manage   our   
business.   We   will   also   disclose   your   personal   informa�on   to   healthcare   professionals   directly   
involved   in   your   treatment.   Where   your   medical   records   are   required   in   the   case   of   a   medical   
emergency,   we   will   provide   these   to   the   relevant   medical   professional   without   wai�ng   for   your   
consent,   where   we   believe   this   is   in   your   interests.   

  



Your   personal   informa�on   may   also   be   provided   to   third   par�es   if   we   are   legally   obliged   to   do   so   by   a   
court   subpoena,   statutory   authority,   search   warrant,   coronial   summons   or   to   defend   a   legal   ac�on.   

  

We   may   provide   your   personal   informa�on   to   third   par�es   involved   in   your   care,   such   as:     

● your   parents,   children,   rela�ves   and   close   friends,   guardians   or   a   person   exercising   a   power   
of   a�orney   or   enduring   power   of   a�orney.   Please   advise   us   if   it   is   your   wish   no   third   party   as   
stated   is   to   have   access   to   your   personal   informa�on;   

● government   departments   and   agencies,   such   as   Defence   or   Department   of   Veterans   Affairs,   
or   departments   responsible   for   health,   aged   care   and   disability   where   we   are   required   to   do   
so;   

● private   health   insurers   and   Medicare   Australia;   

● anyone   authorised   by   you   to   receive   your   personal   informa�on     

  

North   Coast   Dermatology   engages   the   following   third   party   service   providers   who   assist   us   in   
delivering   our   services   to   you:   

● Gentu   electronic   medical   record   system   

● Medical   Objects   secure   messaging   system   

● HealthLink   secure   messaging   system   

● Dragon   Medical   One   dicta�on   so�ware   

● Dermengine   medical   photography   service   

  

We   undertake   and   par�cipate   in   research   studies.   We   will   always   request   your   wri�en   permission   to   
be   involved   in   such   research   before   we   release   any   personal   informa�on   to   third   party   researchers.   

5.   Overseas   recipients   
North   Coast   Dermatology   does   not   engage   with   any   overseas   en��es   or   persons   where   your   
personal   informa�on   will   be   transferred,   stored   or   disclosed.   Should   we   wish   to   transfer   your   
personal   informa�on   overseas,   for   example   to   interna�onal   experts,   we   will   ask   for   your   consent   
before   we   do   so.     

6.   Data   storage,   quality   and   security   
We   strive   to   maintain   the   reliability,   accuracy,   completeness   and   currency   of   the   personal   
informa�on   we   hold   and   to   protect   its   privacy   and   security.   All   personal   informa�on,   whether   stored   
as   a   hard   copy   or   in   electronic   form   is   protected   from   unauthorised   access,   misuse,   interference,   
loss,   modifica�on   or   disclosure.   Some   of   the   steps   we   take   to   ensure   your   personal   informa�on   is   
secure   include:   

● We   maintain   physical   security   over   our   paper   and   electronic   data   and   premises     

● Access   to   personal   informa�on   is   restricted   on   a   ‘need   to   know   basis’   

● Our   staff   are   trained   on   privacy   and   we   have   detailed   internal   processes   and   systems   to   
protect   your   privacy   



● Our   staff   sign   confiden�ality   agreements   

● Holding   your   informa�on   on   an   encrypted   database   

● Holding   your   informa�on   in   secure   cloud   storage     

● Holding   your   informa�on   in   a   lockable   cabinet   

● Our   prac�ce   has   document   reten�on   and   destruc�on   policies   

● We   conduct   regular   risk   management   reviews   

Our   website   and   email   is   linked   to   the   internet.   No   data   transfer   over   the   internet   is   100%   secure.   
Accordingly,   any   informa�on   which   you   transmit   to   us   online   or   via   email   is   transmi�ed   at   your   own   
risk.   

7.   Destroying   your   personal   informa�on     
Subject   to   applicable   laws,   North   Coast   Dermatology   may   destroy   records   containing   personal   
informa�on   when   the   record   is   no   longer   required   by   North   Coast   Dermatology.   

It   is   likely   your   medical   records   held   by   us   contain   sensi�ve   informa�on.   We   are   required   to   abide   by   
relevant   legisla�on   in   the   reten�on   and   disposal   of   your   medical   records.     

8.   Accessing   and   amending   your   personal   informa�on   
We   encourage   you   to   contact   us   if   you   have   a   query   regarding   your   personal   informa�on.   You   may   
request   an   amendment   to   your   personal   informa�on   if   you   consider   that   it   contains   inaccurate,   
incorrect   or   incomplete   informa�on.   

  
You   have   a   right   to   request   access   to   any   informa�on   we   hold   about   you.   If   you   make   a   request   to   
access   personal   informa�on   that   you   are   en�tled   to   access,   we   will   provide   you   suitable   means   of   
accessing   it.   We   will   not   charge   you   for   making   the   request.   In   circumstances   where   you   request   we   
provide   a   copy   of   your   personal   informa�on   to   you,   we   may   charge   you   a   fee   to   cover   our   reasonable   
costs   for   complying   with   the   request   for   access.     

  
There   may   be   instances   where   we   cannot   grant   you   access   to   some   of   the   informa�on   we   hold.   For   
example,   we   may   need   to   refuse   access   if   gran�ng   access   would   interfere   with   the   privacy   of   others.   
 If   that   is   the   case,   we   will   provide   you   with   a   wri�en   explana�on   of   those   reasons.  

  
You   can   contact   us   about   any   privacy   issues   as   follows:   

  
The   Prac�ce   Manager   
Ph:   02   6685   8433   
Email:   recep�on@ncderm.com.au   
Post:   6/130   Jonson   St,   Byron   Bay,   2481   

9.   Par�cipa�on   in   research   and   clinical   trials     
North   Coast   Dermatology   ac�vely   par�cipates   in   medical   research   and   clinical   trials.   Clinical   trial   
ac�vity   undergoes   approval   by   an   Ethics   Commi�ee.   

  
We   will   always   request   your   permission   to   be   involved   in   such   research   before   we   release   any   
personal   informa�on   to   third   party   researchers.   Your   clinician   will   explain   the   purpose   of   the   
research   or   trial   and   ask   that   you   sign   a   consent   form   before   you   can   par�cipate.     

  
We   may   use   your   de-iden�fied   health   informa�on   for   research   and   audit   purposes,   in   order   to   
improve   diagnosis   and   treatment   of   melanoma   and   related   condi�ons.   



10.   Complaints   
If   you   have   a   complaint   about   how   we   have   dealt   with   your   personal   informa�on   or   believe   we   have   
breached   your   privacy,   please   contact   us   on   the   details   below   so   that   we   may   inves�gate   it.   We   will   
deal   with   your   complaint   fairly   and   confiden�ally.    On   receipt   of   your   complaint   we   will   contact   you   
within   10   business   days   to   confirm   what   inves�ga�on   ac�on   will   occur.   We   will   then   communicate   
the   outcome   to   you   in   wri�ng   and   invite   a   response   to   our   conclusion   about   the   complaint.   If   we   
receive   a   response   from   you,   we   will   also   assess   it   and   advise   if   we   have   changed   our   view.   

  
The   Prac�ce   Manager   
Ph:   02   6685   8433   
Email:    recep�on@ncderm.com.au   
Post:   6/130   Jonson   St,   Byron   Bay,   2481   

  
If   you   are   unsa�sfied   with   our   response,   you   may   make   refer   the   complaint   to   the   Office   of   the  
Australian   Informa�on   Commissioner   (h�p://www.oaic.gov.au/)   or   to   the   NSW   Privacy   
Commissioner,   the   Queensland   Informa�on   Commissioner   or   Victorian   Health   Services   
Commissioner,   if   your   complaint   relates   to   our   handling   of   your   health   records   in   that   state.   

  
OAIC:   
Phone:    1300   363   992   
Email:    enquiries@oaic.gov.au   
Fax:    +61   2   9284   9666   
Post:    GPO   Box   5218    
Sydney   NSW   2001   
Website:    h�ps://www.oaic.gov.au/individuals/how-do-i-make-a-privacy-complaint   

10.   Review   and   change   to   Privacy   Policy   
We   may   alter   this   Privacy   Policy   following   any   legisla�ve   change   or   upon   a   review   of   our   informa�on   
handling   processes.     

The   current   version   of   our   updated   Privacy   Policy   is   available   from:   

● North   Coast   Dermatology   6/130   Jonson   St,   Byron   Bay,   2481   
● www.ncderm.com.au/ pa�en�nforma�on   
● by   contac�ng   recep�on   on   02   6685   8433   

  

11.   Relevant   informa�on   when   using   our   website:   
Use   of   cookies   
A   'cookie'   is   a   small   data   file   placed   on   your   machine   or   device   which   lets   us   iden�fy   and   interact   
more   effec�vely   with   your   computer.   Cookies   are   used   by   many   websites,   including   those   operated   
by   us.   Cookies   can   facilitate   a   users   ongoing   access   to   and   use   of   a   website.   Cookies   allow   us   to   
customise   our   website   to   the   needs   of   our   users.   If   you   do   not   want   informa�on   collected   through   
the   use   of   cookies,   there   is   a   simple   procedure   in   most   browsers   that   allows   you   to   deny   or   accept   
the   cookie   feature.   However,   cookies   may   be   necessary   to   provide   you   with   some   features   of   our   
website.   

Links   to   other   sites   
Our   website   may   provide   links   to   third   party   websites.   These   linked   sites   are   not   be   under   our   control   
and   we   are   not   responsible   for   the   content   or   privacy   prac�ces   employed   by   those   websites.   Before   
disclosing   your   personal   informa�on   on   any   other   website,   we   recommend   that   you   carefully   read   
the   terms   and   condi�ons   of   use   and   privacy   statement   of   the   relevant   website.   

mailto:reception@ncderm.com.au
https://www.oaic.gov.au/individuals/how-do-i-make-a-privacy-complaint
http://www.ncderm.com.au/Patient


Collec�on   of   non-iden�fiable   informa�on   
We   may   also   collect   some   informa�on   that   is   not   personal   informa�on   because   it   does   not   iden�fy  
you.   For   example,   we   may   collect   anonymous   answers   to   surveys   or   aggregated   informa�on   about   
how   our   website   is   used.   

Communica�ons   
We   may   contact   you   directly   or   send   you   communica�ons   and   informa�on   about   our   services   that   
we   consider   may   be   of   interest   to   you.   These   communica�ons   may   be   sent   in   various   forms,   
including   mail,   phone   and   email,   in   accordance   with   applicable   marke�ng   laws,   such   as   the   Spam   Act   
2003   (Cth).   If   you   indicate   a   preference   for   a   method   of   communica�on,   we   will   use   that   method   of   
communica�on.   In   addi�on,   at   any   �me   you   may   opt-out   of   receiving   communica�ons   from   us   by   
contac�ng   us   (see   the   details   below)   or   by   using   opt-out   facili�es   provided   in   the   communica�on   and   
we   will   the   ensure   that   your   name   is   removed   from   our   mailing   list.   

We   will   not   provide   your   personal   informa�on   to   other   organisa�ons   for   the   purposes   of   such   
communica�ons.   

  

  

  

  


